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Capital One, Facebook, Equifax, Mariott, and Yahoo. These five entities share one common problem - 

they have all been at the centre of major data privacy breaches. According to a recent analysis by CNET, 

these data breaches exposed the private information of millions (and, in the case of Yahoo, billions) of 

people. In all of these cases however, the focus was generally on the impact that these data breaches 

had upon these companies' clients and users. 

Unfortunately, what is sometimes forgotten is the potential impact that data breaches may have on 

companies' employees. Employers, particularly smaller entities that do not have compliance officers, 

often have a limited awareness of the need to protect employee information in the same way that they 

protect client information.  



In this article, I aim to provide an overview of private sector employers' obligations under both federal 

and provincial statutes within BC, as well as some general guidelines for guarding against data and priva-

cy breaches.  

A Note Regarding the EU GDPR 

Employers that conduct business in (or process/transfer data through) the European Union may be sub-

ject to the EU's General Data Protection Regulation (GDPR). This article is only intended to be a general 

overview of some data privacy/protection considerations under legislation in British Columbia. Employ-

ers who are subject to the GDPR may need to seek specific legal advice regarding their obligations under 

EU legislation from a competent lawyer familiar with those regulations. 

Canadian and BC Privacy Legislation 

Within British Columbia, there are two key privacy statutes that potentially to private sector entities: 

the Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5(PIPEDA) at the federal 

level and the Personal Information Protection Act, S.B.C. 2003, c. 63 (PIPA) at the provincial level. 

The PIPEDA applies to personal information that is collected, used, or disclosed in the course of commer-

cial activities. It also applies to personal information regarding employees that an organization collects, 

uses or discloses in connection with a federal work, undertaking or business. Federally-regulated organi-

zations that conduct business in Canada are virtually always subject to the requirements under the 

PIPEDA. As confirmed by the Federal Court in A.T. v. Globe24h.com, 2017 FC 114 at para. 50, the statute 

may "apply in all circumstances in which there exists a 'real and substantial link' to Canada". 

It is worth noting however that the PIPEDA does not generally apply to not-for-profit societies and politi-

cal parties/associations. It also does not generally apply to organizations that operate entirely within BC, 

which fall instead under the provincial legislation, PIPA. However, the PIPEDA generally will be the appli-

cable act for-profit organizations that operate cross provincial or national borders.  

Ultimately, for-profit companies operating in BC are likely to fall under one of these two acts. For compa-

nies that are uncertain as to which act may apply, it is advisable to seek specific legal advice from a law-

yer regarding their obligations under the legislation.  

The PIPEDA is administered by the Office of the Privacy Commissioner of Canada (OPCC). Within BC, PIPA 

is administered by the Information and Privacy Commissioner for British Columbia. 

British Columbia also has two other pieces of privacy legislation that may apply to other types of organi-

zations. The Freedom of Information and Protection of Privacy Act is a statute that governs privacy law 

within BC's public organizations. Similarly, the E-Health (Personal Health Information Access and Protec-

tion of Privacy) Act is the act governing health records in BC. 

 

 

 

 

 



Data Privacy Risks 

Data (and privacy) breaches can occur through both external and internal threats. External threats in-

clude, for example: 

1. malware attacks; 

2. theft of online files; and 

3. man-in-the-middle attacks. 

Internal threats on the other hand, can be from sources including: 

1. unauthorized access by employees;  

2. indiscreet conversations and/or social media posts; and 

3. loss of laptops, USB keys, etc. 

While it is difficult (or perhaps impossible) for organizations to protect from all threats completely, there 

are many steps that can be taken to minimize such threats. In many cases, properly drafted workplace 

policies and employment contracts can go a long way towards this goal. Similarly, strategic investments 

in proper IT support/security can further minimize these threats.  

Internal Risks 

One commonly overlooked (but significant) risk is unauthorized access to sensitive personal information 

by an organization's employees. Although employers often take basic steps to safeguard data against 

external threats, they may lack adequate controls for defending against internal privacy threats. For ex-

ample, many employers store employee and client data on cloud-based services (e.g. DropBox, 

OneDrive, Google Drive, etc) or local network drives (i.e. an internal computer network). Even with 

properly implemented passwords and other security measures, there can remain a risk of employees 

accessing their co-workers' or clients' personal information.  

To guard against misuse of personal information by employees, organizations can take several basic 

steps to minimize this risk. These steps could include: 

1. Developing a clear (and enforceable) workplace policy dealing with: 

 confidentiality of personal information; 

 misuse of personal information; and 

 use of office technology; 

2. Implementing access controls restricting employees' access to only data that is necessary for their 

role; and/or 

3. Developing a monitoring system to detect access to sensitive personal information. 

 

 



External Risks 

Another common and underestimated threat is the possibility of external hackers accessing personal 

information. One way in which this threat can materialize is when organizations store data online, but do 

not take adequate steps to safeguard that data. For example, company data may be compromised if 

they: 

1. fail to revoke former employees' access to information promptly after terminations and resigna-

tions; 

2. store data on unsecured servers; 

3. don't implement password and/or encryption policies; and/or 

4. fail to adequately protect devices containing the personal information (such as USB keys). 

To guard against privacy breaches from external threats, companies may wish to take steps including: 

1. use secure URLs for company websites (SSL); 

2. require strong, unique passwords for employees' accounts and devices; 

3. preventing access to certain online content from company networks; 

4. consider carefully the risks and benefits of using online vs offline data storage; 

5. store data with service providers that provide data encryption; 

6. require encryption of devices containing sensitive data (e.g. employee and bank records); and 

7. educate employees regarding safe browsing and e-mail practices. 

Reasonable Security Measures 

Although decided in the context of a case involving a public entity (the Vancouver Coastal Health Author-

ity's Employee and Family Assistance Program) under the FIPPA, the Office of the Information & Privacy 

Commissioner's Investigation Report F06-02 (2006) is worth reading even for private sector entities. In 

report #F06-02, the OIPC detailed several security measures that it considered to be "reasonable security 

measures" for protecting personal information and specifically highlighted "the need for all public bodies 

(and organizations in the private sector) to plan for and take tangible steps to secure personal infor-

mation in their custody or under their control." 

 

 

 

 

 

 



Conclusion 

An organization's obligations under PIPEDA and PIPA may vary depending on a wide range of factors in-

cluding: 

 the sensitivity of the information, 

 the method of storage of the information, and 

 the scope of the organization. 

Therefore, an organization should seek professional advice if wishing to implement comprehensive work-

place policies and/or to consider their obligations under PIPEDA or PIPA. The International Organization 

for Standardization (ISO) is also a potentially useful resource, which publishes a set of standards that can 

help organizations secure sensitive data.  

This article contains general information and is not legal advice. While this article aims to provide a 

broad overview of the applicable legislation and some best practices, it is not an exhaustive list of steps 

that organizations may need to take to properly comply with applicable privacy laws, nor does following 

the steps outlined in this article guarantee protection against data breaches. 
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